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Abstract. Secret sharing has been a subject of study since 1979. It is important that a secret
key, passwords, information of the map of a secret place or an important formula must be kept
secret. The main problem is to divide the secret into pieces instead of storing the whole for a secret
sharing. A secret sharing scheme is a way of distributing a secret among a finite set of people such
that only some distinguished subsets of these subsets can recover the secret. The collection of these
special subsets is called the access structure of the scheme.
In this paper, we propose a new approach to construct secret sharing schemes based on field
extensions.
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1. Introduction
A secret sharing scheme is a method of hiding a secret among several shadows such
that the secret can be retrieved only by some subsets of these shadows. Secret sharing is
useful in many cryptographic applications [2], [17], [18], [5].
There are numerous studies about secret sharing schemes. Several authors have considered the construction of secret sharing schemes using linear error correcting codes. [4],
[8], [10], [11], [13], [15].
Shamir [17] and Blakley [2] were introduced secret sharing schemes. Massey [10] used
linear codes for secret sharing and explained the relationship between the access structure
and the minimal codewords of the dual code of the underlying code [15], [6].
Another secret sharing scheme is the multisecret-sharing scheme. This scheme was
proposed in [5], [7], [9], [16], [19], [3]. In the multisecret-sharing schemes [9], [16], [1] there
is a set of p secrets can be shared at once and each participant needs to keep one share
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is called secret share. In these schemes all p secrets cannot reconstruct. To recover the
secret the participants need to keep one share is called secret share. In these schemes
all p secrets cannot reconstruct. To recover the secret the participants need to submit a
pseudo-share computed from their secret share instead of the secret share itself.
In this work, we present a new approach to construct secret sharing schemes. We use
the system of Shamir’s scheme. So our scheme is a (k, n)-threshold scheme.
The rest of this paper organized as follows. The next section gives the basic preliminaries used in paper. Section III presents secret sharing scheme based on field extensions.
Section IV collects concluding remarks.

2. Background and Preliminaries
In this section we give the basic preliminaries. In this context we remind Shamir’s
secret sharing scheme.

2.1. Shamir’s Secret Sharing Scheme
In a secret sharing scheme, a secret s is divided into n shares and distributed to n
shareholders by a trusted dealer. The shared secret s can only be recovered when k
(k < n) or more than k shares are available. Such a scheme is called a (k, n)-secret
sharing.
In 1979, Shamir introduced a secret sharing scheme. Shamir’s secret sharing scheme is
an effective way to distribute secret to a group of shareholders. Shamir’s scheme is a (k, n)
threshold secret sharing scheme and this scheme was based on polynomial interpolation.
In the Shamir’s secret sharing [17], there are n shareholders P = {P0 , P1 , . . . , Pn−1 }
and a trusted dealer D. We use the shareholders’ IDs (z0 , z1 , . . . , zn−1 ) to denote each
participant. Secret is generated and distributed to shareholders by the dealer D secret can be reconstructed based on Lagrange interpolation polynomial by taking any k
shares (αi0 , . . . , αin−1 ) of participants and their IDs, (zi0 , . . . , zin−1 ) where {i0 , . . . , ik−1 } ⊆
{0, 1, . . . , n − 1} [17], [18], [5].
Shamir’s secret sharing scheme provides a method of hiding this secret such that any
k or more participants would be able to reconstruct the original secret but any less than
k participants would not be able to reconstruct the original secret. Assume all the computations are in GF (pm ) (n < pm ) (p is prime), in which m is the number of bits of the
secret. Shamir’s secret sharing scheme consists of two algorithms [17], [5]:
2.1.1. Share generation algorithm
Construct a polynomial α(z) = s0 +s1 z+s2 z 2 +. . .+sk−1 z k−1 , where si (i ∈ {0, 1, . . . , k−1})
and z belongs to GF (pm ). si (i ∈ {0, 1, . . . , k − 1}) is randomly generated in GF (pm ) and
sk−1 is the secret. Each shareholder with ID zi receives a share a(zi ) and we assume the
IDs zi are publicly known and unique for each different shareholder. We denote α(zi ) as
αi and zij for simplicity in this part.
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2.1.2. Secret reconstruction algorithm
For a polynomial of degree k − 1, with knowledge of at least k data points, we can reconstruct the exact polynomial using Lagrange interpolation in GF (pm ) and thus reconstruct
the secret sk−1 .
Now we remind some definitions and a proposition associated with subject.
Definition 1. (Minimal access set) A subset of participants is called a minimal access
set, if the participants in the subsets can recover the secret by combining their shares but
any subset at the participants can not do so [14].
Definition 2. (Access structure) The access structure of a secret sharing scheme is the
set of all minimal access sets [14].

3. A Secret Sharing Scheme Based on Field Extensions
In this part we obtain a secret sharing scheme using the some results of [12]. Now
we construct the Shamir’s secret sharing scheme by using a field extension. Consider the
input and output values of secret sharing scheme as the integers. However, we work on
polynomials to do algebraic operations.
Let the number of elements of field extension be q = pm (p is prime and m ∈ Z + ). We
choose the secret and IDs of participants from the following set.
Mq = {a | 0 ≤ a ≤ q − 1, a ∈ Z}.

(1)

We transform the selected integers to the polynomials of (GF (q))[x] by Algorithm 1.
Algorithm 1.
input: a ∈ Mq
output: b ∈ GF (q)
Step 1. a is transformed into vectors of length m with respect to base p.
Step 2. these vectors are written as a polynomial.
Example 1. Consider 5 ∈ M8 ⇒ 5 = (101)2 = θ2 + 1 ∈ GF (8), where θ is a primitive
element of GF (8).
Example 2. Consider 5 ∈ M9 ⇒ 5 = (12)3 = θ + 2 ∈ GF (9), where θ is a primitive
element of GF (9).
We transform the obtained polynomials to the integers by Algorithm 2.
Algorithm 2.
input: b ∈ GF (q)
output: a ∈ Mq
Step 1. b is transformed into vectors of length m with respect to base p.
Step 2. these vectors are written with respect to base 10.
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Example 3. Consider θ2 +1 ∈ GF (8) ⇒ θ2 +1 = (101)2 = 5 ∈ M8 , where θ is a primitive
element of GF (8).
Example 4. Consider 2θ + 1 ∈ GF (9) ⇒ 5 = (21)3 = 7 ∈ M9 , where θ is a primitive
element of GF (9).

3.1. Proposed Scheme
We consider a polynomial of degree k − 1 as follows.
p(x) =

k−1
X

ai xi ∈ Mq [x],

(2)

i=0

where the coefficients ai (1 ≤ i ≤ k − 1) are randomly selected. Let the secret be a0
which is a constant term of a polynomial.
This polynomial is written as a polynomial of (GF (q))[x].
t(x) =

k−1
X

bi xi ∈ (GF (q))[x].

(3)

i=0

3.2. Secret Distribution
Let the IDs of participants be u1 , u2 , · · · , un ∈ Mq −{0}. It is obtained the polynomials
of v1 , v2 , · · · , vn ∈ (GF (q)) by applying Algorithm 1. It is calculated the images of a secret
pieces in GF(q) as follows.
ri = t(vi ) ∈ GF (q),

(4)

where ri is an image of participant vi (0 ≤ i ≤ k − 1).
By using Algorithm 2, the obtained polynomials are transformed to the integers of
y1 , y2 , · · · , yn ∈ Mq and distributed to the participants.

3.3. Secret Retrieval Procedure
Now we explain how the secret is recovered. Consider a set of W = {d1 , d2 , · · · , dk }
(d1 , d2 , · · · , dk ∈ Mq ). The elements of W are recovered the secret by combining their
shares.
In the ordered pair (di , yi ) (1 ≤ i ≤ k), di is denoted by the identity of participant and
yi is denoted by the secret piece of participant di .
These ordered pairs are transformed to the polynomial pairs (vi , ri ) (vi , ri ∈ GF (q))
by using Algorithm 1.
Then the polynomial t(x) is recovered by Lagrange Interpolation and the polynomial
p(x) is obtained by Algorithm 2. So the secret is recovered by using the following equality.
s = p(0)

(5)
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Note that it is used the Extended Euclid Algorithm to find the multiplicative inverse
of a polynomial with respect to (mod f (x)), where f (x) is the irreducible polynomial of
(GF (p))[x].
Example 5. Assume that GF (23 ) is the secret space. Let the number of participants be
n = 5, the threshold value be k = 3 and the secret be s = 4. We construct a secret sharing
scheme based on GF (23 ) with these parameters.
Consider an irreducible polynomial of f (x) = x3 + x + 1 ∈ (GF (2))[x]. Let θ be a root
of f (x). So the elements of GF (23 ) are the following.
GF (8) = {0, 1, θ, θ + 1, θ2 , θ2 + 1, θ2 + θ, θ2 + θ + 1}.
θ1
θ2
θ3
θ4
θ5
θ6
θ7

=θ
= θ2
= θ2 + 1
= θ2 + θ + 1
=θ+1
= θ2 + θ
=1

The relationship between Mq and GF (q) is as follows.
0 ←→ 0
1 ←→ 1
2 ←→ θ
3 ←→ θ + 1
4 ←→ θ2
5 ←→ θ2 + 1
6 ←→ θ2 + θ
7 ←→ θ2 + θ + 1
We choose a polynomial in M8 [x] to construct the secret pieces.
p(x) = x2 + 5x + 4 ∈ M8 [x].
We write the elements of GF (8) corresponding to the coefficients of p(x).
t(x) = x2 + (θ2 + 1)x + θ2 ∈ (GF (8))[x].
Let the IDs of participants be u1 = 1, u2 = 2, u3 = 3, u4 = 4, u5 = 5 .
These elements correspond to v1 = 1, v2 = θ, v3 = θ + 1, v4 = θ2 , v5 = θ2 + 1 in (GF (8))[x].
We obtain the secret pieces as follows.

F. Molla, S. Çalkavur / Eur. J. Pure Appl. Math, 11 (2) (2018), 468-475

r1
r2
r3
r4
r5

= t(v1 )
= t(v2 )
= t(v3 )
= t(v4 )
= t(v5 )

= t(1)
= t(θ)
= t(θ + 1)
= t(θ2 )
= t(θ2 + 1)

=0
= θ2 + θ + 1
=θ+1
=0
= θ2

⇒ y1
⇒ y2
⇒ y3
⇒ y4
⇒ y5
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=0
=7
=3
=0
=4

The secret will be recovered when 3 participants by combining their shares. We try to
find the secret with participants 2, 4 and 5.
t(x) =

X

yj lj (x),

j∈W

Y

lj (x) =

m∈W −{j}

x − xm
,
xj − xm

where W = {2, 4, 5}.
Then we obtain the following equation. So we recover the secret in this way.
t(x) = x2 + (θ2 + 1)x + (θ2 ) ∈ (GF (8))[x].
p(x) = x2 + 5x + 4 ∈ Mq [x].
s = p(0) = 4.

4. Analysis and Discussion
4.1. Security Analysis
We discuss the security of the proposed (k, n)-secret sharing scheme is as follows.
Introducing more general polynomial
p(x) =

k−1
X

ai xi ∈ Mq [x]

i=0

as the polynomial secret in Shamir’s scheme we obtain, a scheme that is not simple to
break the secret. To compute the secret we have to do computation in a field extension.
We use a new approach in the elements of the field extension. That is by finding a primitive
element of the field and then express each its elements as a power of a primitive element.
The secret can be reached every element of field extension Fq (q = pm ) can be uniquely
expressed as a polynomial in θ over Fp of degree less then m. So, the access structure of
this scheme is very strong and reliable.
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4.2. Performance Analysis
The access structure of this scheme consists of the k elements since the degree of a
polynomial p(x) is k − 1. The possible attack can be explained as follows.
If k − h say, with 1 ≤ h ≤ k participant group together they can guess the secret with
1
probability h+1
≤ 12 .

5. Conclusion
In this present article we obtain a (k, n)-threshold scheme using the elements of field
extension. Our scheme has the same distributed as Shamir’s scheme does. We choose the
secret as an element of Mq and then some participants use the Lagrange Interpolation to
recover the secret.
Moreover, we introduce the access structure of this scheme and consider the possible
attack.
The secret can be recovered only by the some elements of field extension which are
uniquely determined. This means the access structure of this scheme is very strong and
reliable.
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