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Abstract. In public key cryptography, the security of the data leans on the hardness of solv-
ing some mathematical problems over algebraic structures, such as groups, rings, etc. The first
published key exchange protocol is by Diffie and Hellman in 1976, whose security hinges on the
challenges in solving the Discrete Logarithm Problem (DLP) over any finite field. In this research
article, we present a key exchange protocol based on the Twin Conjugacy Search Problem (TCSP),
a variant of the well-known Conjugacy Search Problem (CSP), and Tropical Algebra as a platform
for the TCSP. We have provided two variants of the key exchange protocol and also provided a
toy example. The chosen platform, Tropical Algebra, is a new approach and is easy to implement
and not computationally hard as with other non-abelian groups as a platform, since one doesn’t
have to perform any complex multiplication or addition. The security and complexity analysis of
the protocol have also been explored.
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1. Introduction

In the zone of modern cryptography, the security of information, its transmission and
storage is predominant. The ability to shield sensitive data in an age of immanent digital
communication and interconnected systems is a primitive concern. Cryptographic algo-
rithms serve as the cutting edge in this venture, with one of the main stay being the
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Discrete Logarithm Problem (DLP). The DLP has portrayed a core role in the develop-
ment of secure communication protocol, digital signatures, and public key cryptosystems.
Its resilience to attacks, at that time, formed the basis for the security of widely used
schemes, such as the Diffie–Hellman key exchange, ElGamal encryption, and the Digital
Signature Algorithm (DSA) [1–4].

The Discrete Logarithm Problem (DLP) for a group G is to find at least one
k ∈ G ∋, for given any two elements a, b ∈ G, b = ak.

One of the popular choices of G for the DLP are cyclic groups Z∗
p, where p is any prime.

The recent advancements and evolution towards quantum computing made it easy to
solve the DLP. Hence the search for a new hard problem for key exchange protocols led
us to the Conjugacy Search Problem (CSP), one of the flair generalizations of the DLP.
The combination of the DLP and CSP is given in [5].

The Conjugacy Decision Problem (CDP) for a group G is a decision making prob-
lem of determining, given any two elements a, b ∈ G, whether or not they are conjugate
in G, i.e., if ∃ an element g ∈ G ∋ g−1ag = b.

The Conjugacy Search Problem (CSP) for a group G requires us to search, for
any two given conjugate elements a, b ∈ G, a conjugating element g ∈ G ∋ g−1ag = b.

The (presumed) computational difficulty of this problem in some groups (namely in
braid groups, garside groups, non-commutative semi groups) has been used in several
group based public key protocols [6–8].

Though CSP on some particular platforms (the solutions to the CSP in polycyclic
groups, p-groups, and matrix groups are given in [9]) are vulnerable to security, they
still have the value of reference and the search for a suitable platform is an active area
of research. Despite that the CSP and its variant versions (namely, the Twin Conjugacy
Search Problem (TCSP) and the Double Conjugacy Search Problem (DCSP) [10, 11]) have
a sufficient security level and play a significant role on non-abelian group based public key
cryptography.

Nevertheless, the efficiency and security of cryptographic systems does not depend
only on the type of algorithm, but also on the choice of the platform. One such unprobed
platform is Tropical Algebra, a relatively recent branch of Mathematics which has emerged
as a cogent tool with applications extending over diverse fields, from Optimization, Com-
puter Science to Biology and Economics. The phrase Tropical was originated by French
Mathematicians in admiration of the Hungarian–born Brazilian Computer Scientist Imre
Simon. For introductory enlightenment on Tropical Geometry one can refer [12, 13].
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The substance of Tropical Algebra lies in its competence to simplify complex problems
by rebuilding them into a more viable algebraic structure, by replacing the traditional
addition with the maximum (or minimum) operation and the traditional multiplication
with the traditional addition operation. For contemporary evolution in tropical algebra
one can refer [14–18].

Thus we have chosen Tropical Algebra as a platform for the TCSP based key exchange
protocol, and also elaborated on the resilience of the protocol to various attacks including
Brute Force attack and KU attack. The article is arranged as follows: In section 2, the
preliminaries required are given. The TCSP over tropical algebra is given in section 3.
The two versions of the protocol proposed is given in section 4. A toy example of the first
protocol is given in section 5. In section 6, the security and complexity analysis of the
protocol is given and the article is concluded in section 7.

2. Preliminaries

2.1. The Twin Conjugacy Search Problem

The TCSP is defined in [10] as follows:

The Twin Conjugacy Search Problem (TCSP) for a braid group Bn is to find
x1, x2 ∈ Bn, for given g,X1, X2 ∈ Bn,∋ X1 = x1gx

−1
1 , X2 = x2gx

−1
2 .

2.2. Chen and You’s Key Exchange Protocol

There are two versions of the key exchange protocol based on the TCSP over braid
group in [10] and we reiterate both the versions here.

Suppose that the two people who need to communicate are Alice and Bob.

Consider H : Bl+r → {0, 1}l(k), where H is a hash function, Bl+r is a braid group, and
l(k) is a security parameter. Let g ∈ Bl+r be a public element.

2.2.1. Protocol I

(i) Key Generation: Alice chooses two secret parameters x1, x2 ∈ LBl, and computes
Xi = xigx

−1
i , i = 1, 2. (X1, X2, g) is the public key and the private key is (x1, x2).

(ii) Encryption: Consider the cipher message m ∈ Bl+r, Bob selects a secret element
y ∈ RBr, and calculates Y = ygy−1, Zi = yXiy

−1, i = 1, 2, c = Enck(m), k =
H(Y, Z). The ciphertext is (Y, c).

(iii) Decryption: To Decrypt the ciphertext (Y, c), Alice compute Zi = xiY x−1
i , i =

1, 2, m = Deck(c), k = H(Y, Z).
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2.2.2. Protocol II

(i) Key Generation: Alice chooses two secret parameters x1, x2 ∈ LBl, and computes
Xi = xigx

−1
i , i = 1, 2. The public key is (X1, X2, g) and the private key is (x1, x2).

(ii) Encryption: Bob selects two random parameters y1, y2 ∈ RBr, and calculates Yi =
yigy

−1
i , i = 1, 2. Bob also computes the secret keys Zij = yjXiy

−1
j , i = 1, 2, j = 1, 2.

The public key is (Y1, Y2, g) and the private key is (y1, y2).

(iii) Decryption: Alice computes the secret keys Zij = xiYjx
−1
i , i = 1, 2, j = 1, 2.

Because of ccs(Xi, Yj) = Zij = xiYjx
−1
i = yjXiy

−1
j , i = 1, 2, j = 1, 2, Alice and Bob

can calculate the same value through the hash function H:

k = H(ccs(X1, Y1), ccs(X1, Y2), ccs(X2, Y1), ccs(X2, Y2)).

2.3. Semiring

A semiring is a set R together with two binary operations ‘+’ and ‘·’ ∋

• (R,+) is a commutative monoid,

• (R, ·) is a monoid,

• Multiplication by 0 annihilates R, i.e., r · 0 = 0 · r = 0, ∀ r ∈ R, and

• Multiplication is both left and right distributive over addition, i.e.,

r · (s+ t) = (r · s) + (r · t)
(s+ t) · r = (s · r) + (t · r), ∀ r, s, t ∈ R.

2.4. Tropical Algebra

A tropical algebra is the semiring Rmin = (R ∪ {+∞},⊕,⊗), where the operations
⊕ and ⊗, referred to as tropical addition and tropical multiplication, respectively, are
defined as (∀ s, t ∈ R ∪ {+∞})

s⊕ t = min{s, t},
s⊗ t = s+ t.

2.5. Tropical Monomial

Let x = (x1, x2, . . . , xn) ∈ Rn
min, a ∈ R, and α = (α1, α2, . . . , αn) ∈ Zn . Then a

tropical monomial is the function

p(x) = a⊗ x⊗α1
1 ⊗ x⊗α2

2 ⊗ · · · ⊗ x⊗αn
n ,

where exponentiation is defined tropically as repeated tropical multiplication, i.e., x⊗αi
i =

αixi.

Ex. x1 ⊗ x2 ⊗ x2 = x1 ⊗ x⊗2
2 = x1 + 2x2.
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2.6. Inverse of a Tropical Monomial

Let p(x) be a tropical monomial over Rmin. We define the inverse of p(x) to be a
monomial p′(x) over Rmin ∋

p(x)⊗ p′(x) = 0.

Ex. If p(x) = a⊗ x⊗n, then p′(x) = −a⊗ (−x)⊗n, where a, x ∈ R and n ∈ N.

2.7. Tropical Matrix Algebra

2.7.1. Tropical Matrix

A matrix of order n × n with entries from tropical algebra Rmin equipped with tropical
addition ⊕ and multiplication ⊗ is called a tropical matrix.

The set of all n× n tropical matrices over Rmin is denoted by Mn(Rmin).

2.7.2. Tropical Diagonal Matrix

A tropical diagonal matrix is an n×n tropical matrix with entries ai ∈ R, i = 1, ..., n,
on the diagonal and ∞ elsewhere, that is,

D =


a1 ∞ . . . ∞
∞ a2 . . . ∞
...

...
. . .

...
∞ ∞ . . . an

.

2.7.3. Tropical Matrix Multiplication

Let P, Q ∈Mn(Rmin). Then T = P ⊗Q is given by

tij =
⊕n

k=1(pik ⊗ qkj).

Ex.

1 2 −1
3 1 3
2 −2 3

⊗
3 1 2
4 −1 3
2 1 −2

 =

1 0 −3
5 0 1
2 −3 1

.

2.7.4. Tropical Matrix Scalar Multiplication

Let P ∈Mn(Rmin) and s ∈ Rmin. Then the tropical matrix scalar multiplication s⊗ P is
given by

s⊗ P = (s⊗ E)⊗ P = s⊗ pij = s+ pij ,

where E is the multiplicative identity matrix.

Ex. 5 ⊗

1 2 −1
3 1 3
2 −2 3

 =

 5 ∞ ∞
∞ 5 ∞
∞ ∞ 5

⊗
1 2 −1
3 1 3
2 −2 3

 =

6 7 4
8 6 8
7 3 8

.
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2.7.5. Properties

The following are properties with respect to tropical matrix multiplication and scalar
multiplication. For all P,Q, S ∈Mn(Rmin), m, n ∈ Z and s, t ∈ Rmin,

• P ⊗ (Q⊗ S) = (P ⊗Q)⊗ S (Associativity)

• P⊗m ⊗ P⊗n = P⊗n ⊗ P⊗m = P⊗(m+n) (Commutativity)

• Multiplicative Identity Matrix:

∃ an unique n × n matrix E ∈ Mn(Rmin),∋ P ⊗ E = E ⊗ P = P , where

E =


0 ∞ . . . ∞
∞ 0 . . . ∞
...

...
. . .

...
∞ ∞ . . . 0

.

• Multiplicative Inverse Matrix:

Multiplicative inverse of a matrix P is a matrix P ′ ∈Mn(Rmin) ∋ P ⊗ P ′ = E.
In general, tropical matrices are non-invertible.

• Miscellaneous:

s⊗ P = P ⊗ s

(s⊗ P )⊗ (t⊗ P ) = (s⊗ t)⊕ (P ⊗ P ) = (s+ t)⊗ P⊗2

3. The Twin Conjugacy Search Problem over Tropical Algebra

In this section, the TCSP over tropical algebra is defined. The security and complexity
of the problem is also explored.

3.1. The Twin Conjugacy Search Problem over Tropical Algebra

The Twin Conjugacy Search Problem (TCSP) for the tropical algebra R =
Mn(Rmin) is to find two matrices A1, A2 ∈ R and two tropical monomials p1(x), p2(x)
over Rmin, for given (g(A), X1, X2) ∈ R × R × R, where g(x) is a tropical monomial and
A ∈ R,∋

X1 = p1(A1)⊗ g(A)⊗ p
′
1(A1),

X2 = p2(A2)⊗ g(A)⊗ p
′
2(A2).

3.2. Security of the Twin Conjugacy Search Problem

(i) Determinant Attack: The determinant attack is not valid because of the non
commutative property of determinants in tropical algebra. Even if an adversary
knows det(Xi) and det(g(A)), since pi(Ai), i = 1, 2 are unknowns, this attack is
invalid.
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(ii) Eigenvalue Attack: This attack may work in some classical group or ring, but we
have considered tropical algebra where finding the eigenvalues of a matrix is feeble.
Even if an adversary finds the eigenvalues of Xi and g(A), using it to find the secret
elements pi(Ai) is not effectual.

(iii) Cayley-Hamilton Attack: In [19], it is said that finding the value of a matrix
substituted in a polynomial is manageable if the matrix is known. Along with that
to use the Cayley-Hamilton attack, an adversary must know two polynomials ri over
Rmin ∋ ri(Ai) =

⊕n−1
k=1(ak ⊗Ak

i ), since Ai are unknown this attack is invalid.

3.3. Brute - Force Complexity

To find the secret keys pi(Ai), i = 1, 2, by Brute - Force Attack, is to find both pi and
Ai, i = 1, 2 or two n× n matrices Pi ∈ R ∋ Pi = pi(Ai), i = 1, 2. The time complexity of
finding an n× n matrix is O(n2).

Suppose that R is finite, i.e., we take R = Mn(Zηmin), then the exhaustive search
algorithm is given in Algorithm 1.

Algorithm 1 Exhaustive Search Algorithm

Input: X, g(A) ∈ R ∋ X = p(A1)⊗ g(A)⊗ p′(A1)
Output: Secret parameter p(A1) ∈ R
for i← 1 to η − 1 do

p̃(Ai)← pi(Ai)
for j ← 1 to η − 1 do

Xj = p̃(Ai)⊗ g(A)⊗ p̃′(Ai)
if X = Xj then

return Xj and pi(Ai)
end if

end for
end for

4. The Key Exchange Protocol based on the Twin Conjugacy Search
Problem over Tropical Algebra

We propose two key exchange protocols based on the TCSP over tropical algebra.

Assume Alice and Bob are the two parties who need to exchange information.

Consider the tropical algebra R = Mn(Rmin). Let H ⊂ R be the subset containing
all the tropical diagonal matrices. Let g(x) be a public tropical monomial over Rmin and
A ∈ R \H be public tropical matrix.
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4.1. The Key Exchange Protocol I

(i) Key Generation: Alice chooses two random secret tropical monomials p1(x), p2(x)
over Rmin, two secret matrices Di ∈ H, i = 1, 2 and sends (X1, X2) to Bob, where
X1 = p1(D1) ⊗ g(A) ⊗ p′1(D1) and X2 = p2(D2) ⊗ g(A) ⊗ p′2(D2). Thus the public
key is (X1, X2, g, A), and the private key is (p1, p2, D1, D2).

(ii) Encryption: Bob chooses a random secret tropical monomial q(x) over Rmin, a
secret matrix B ∈ H and sends Y to Alice, where Y = q(B) ⊗ g(A) ⊗ q′(B). Thus
the public key is (Y, g,A), and the private key is (q,B).

(iii) Decryption: Alice receives Y and computes Z1 = p1(D1) ⊗ Y ⊗ p′1(D1), Z2 =
p2(D2) ⊗ Y ⊗ p′2(D2). Bob receives (X1, X2) and computes Z̃1 = q(B) ⊗ X1 ⊗
q′(B), Z̃2 = q(B)⊗X2 ⊗ q′(B).

(iv) Correctness: Since pi(Di) ⊗ q(B) = q(B) ⊗ pi(Di), and p′i(Di) ⊗ q(B) = q(B) ⊗
p′i(Di), i = 1, 2, Alice and Bob have same secret key, that is, Zi = Z̃i, i = 1, 2.

Table 1: The Key Exchange Protocol I

Alice Bob

p1(x), p2(x)← Rmin, D1, D2 ← H
X1 = p1(D1)⊗ g(A)⊗ p′1(D1)
X2 = p2(D2)⊗ g(A)⊗ p′2(D2)

X1,X2−→
q(x)← Rmin, B ← H

Y = q(B)⊗ g(A)⊗ q′(B)
Y←−

Z1 = p1(D1)⊗ Y ⊗ p′1(D1) Z̃1 = q(B)⊗X1 ⊗ q′(B)

Z2 = p2(D2)⊗ Y ⊗ p′2(D2) Z̃2 = q(B)⊗X2 ⊗ q′(B)

Z1 = Z̃1

Z2 = Z̃2

4.2. The Key Exchange Protocol II

(i) Key Generation: Alice chooses two random secret tropical monomials p1(x), p2(x)
over Rmin, two secret matrices D1, D2 ∈ H and sends (X1, X2) to Bob, where X1 =
p1(D1) ⊗ g(A) ⊗ p′1(D1) and X2 = p2(D2) ⊗ g(A) ⊗ p′2(D2). Then the public key
is (X1, X2, g, A), while the private key is (p1, p2, D1, D2).

(ii) Encryption: Bob chooses two random secret tropical monomials q1(x), q2(x) over
Rmin, two secret matrices B1, B2 ∈ H and sends (Y1, Y2) to Alice, where Y1 =
q1(B1) ⊗ g(A) ⊗ q′1(B1) and Y2 = q2(B2) ⊗ g(A) ⊗ q′2(B2). Then the public key is
(Y1, Y2, g, A), while the private key is (q1, q2, B1, B2).
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(iii) Decryption: Alice receives (Y1, Y2) and computes Zij = pi(Di)⊗Yj⊗ p′i(Di), i, j =
1, 2. Bob receives (X1, X2) and computes Z̃ij = qj(Bj)⊗Xi⊗ q′j(Bj), i = 1, 2, j =
1, 2.

(iv) Correctness: Since pi(Di) ⊗ qj(Bj) = qj(Bj) ⊗ pi(Di), and p′i(Di) ⊗ qj(Bj) =
qj(Bj) ⊗ p′i(Ai), i, j = 1, 2, Alice and Bob have same secret key, that is, Zij =
Z̃ij , i = 1, 2, j = 1, 2.

Table 2: The Key Exchange Protocol II

Alice Bob

p1(x), p2(x)← Rmin, D1, D2 ← H
X1 = p1(D1)⊗ g(A)⊗ p′1(D1)
X2 = p2(D2)⊗ g(A)⊗ p′2(D2)

X1,X2−→
q1(x), q2(x)← Rmin, B1, B2 ← H

Y1 = q1(B1)⊗ g(A)⊗ q′1(B1)
Y2 = q2(B2)⊗ g(A)⊗ q′2(B2)

Y1,Y2←−
Zij = pi(Di)⊗ Yj ⊗ p′i(Di) Z̃ij = qj(Bj)⊗Xi ⊗ q′j(Bj)

Zij = Z̃ij ,
i = 1, 2, j = 1, 2

5. A Toy Example of the Protocol

In this section, a toy example of the first protocol is given.

Let p1(x) = 2 ⊗ x⊗2, p2(x) = 5 ⊗ x⊗3, q(x) = 2 ⊗ x, D1 =

 2 ∞ ∞
∞ 3 ∞
∞ ∞ 6

 , D2 = 1 ∞ ∞
∞ −5 ∞
∞ ∞ 4

 , B =

 6 ∞ ∞
∞ 5 ∞
∞ ∞ −3

 be private.

Let g(x) = 3⊗ x⊗2 and A =

 1 2 −1
3 5 −2
−1 2 3

 be public.

Then p′1(x) = −2⊗ (−x)⊗2, p2(x) = −5⊗ (−x)⊗3, q(x) = −2⊗ (−x).

Alice calculates
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p1(D1) = 2 ⊗

 2 ∞ ∞
∞ 3 ∞
∞ ∞ 6

⊗2

= 2 ⊗

 4 ∞ ∞
∞ 6 ∞
∞ ∞ 12

 =

 6 ∞ ∞
∞ 8 ∞
∞ ∞ 14

 ,

p′1(D1) = −2 ⊗

−2 ∞ ∞
∞ −3 ∞
∞ ∞ −6

⊗2

= −2 ⊗

−4 ∞ ∞
∞ −6 ∞
∞ ∞ −12

 =

−6 ∞ ∞
∞ −8 ∞
∞ ∞ −14

 ,

p2(D2) = 5 ⊗

 1 ∞ ∞
∞ −5 ∞
∞ ∞ 4

⊗3

= 5 ⊗

 3 ∞ ∞
∞ −15 ∞
∞ ∞ 12

 =

 8 ∞ ∞
∞ −10 ∞
∞ ∞ 17

 ,

p′2(D2) = −5 ⊗

−1 ∞ ∞
∞ 5 ∞
∞ ∞ −4

⊗3

= −5 ⊗

−3 ∞ ∞
∞ 15 ∞
∞ ∞ −12

 =

−8 ∞ ∞
∞ 10 ∞
∞ ∞ −17

 ,

g(A) = 3 ⊗

 1 2 −1
3 5 −2
−1 2 3

⊗2

= 3 ⊗

−2 1 0
−3 0 1
0 1 −2

 =

1 4 3
0 3 4
3 4 1

.

Also X1 =

 6 ∞ ∞
∞ 8 ∞
∞ ∞ 14

⊗
1 4 3
0 3 4
3 4 1

⊗
−6 ∞ ∞
∞ −8 ∞
∞ ∞ −14

 =

 1 2 −5
2 3 −2
11 10 1

 ,

X2 =

 8 ∞ ∞
∞ −10 ∞
∞ ∞ 17

⊗
1 4 3
0 3 4
3 4 1

⊗
−8 ∞ ∞
∞ 10 ∞
∞ ∞ −17

 =

 1 22 −6
−18 3 −23
12 31 1

.

Bob calculates

q(B) = 2 ⊗

 6 ∞ ∞
∞ 5 ∞
∞ ∞ −3

 =

 8 ∞ ∞
∞ 7 ∞
∞ ∞ −1

 ,

q′(B) = −2 ⊗

−6 ∞ ∞
∞ −5 ∞
∞ ∞ 3

 =

−8 ∞ ∞
∞ −7 ∞
∞ ∞ 1

 ,

g(A) = 3 ⊗

 1 2 −1
3 5 −2
−1 2 3

⊗2

= 3 ⊗

−2 1 0
−3 0 1
0 1 −2

 =

1 4 3
0 3 4
3 4 1

.

Also Y =

 8 ∞ ∞
∞ 7 ∞
∞ ∞ −1

⊗
1 4 3
0 3 4
3 4 1

⊗
−8 ∞ ∞
∞ −7 ∞
∞ ∞ 1

 =

 1 5 12
−1 3 12
−6 −4 1

.

Alice’s shared secret key

Z1 =

 6 ∞ ∞
∞ 8 ∞
∞ ∞ 14

⊗
 1 5 12
−1 3 12
−6 −4 1

⊗
−6 ∞ ∞
∞ −8 ∞
∞ ∞ −14

 =

1 3 4
1 3 6
2 2 1

 ,
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Z2 =

 8 ∞ ∞
∞ −10 ∞
∞ ∞ 17

⊗
 1 5 12
−1 3 12
−6 −4 1

⊗
−8 ∞ ∞
∞ 10 ∞
∞ ∞ −17

 =

 1 23 3
−19 3 −15
3 23 1

.

Bob’s shared secret key

Z̃1 =

 8 ∞ ∞
∞ 7 ∞
∞ ∞ −1

⊗
 1 2 −5

2 3 −2
11 10 1

⊗
−8 ∞ ∞
∞ −7 ∞
∞ ∞ 1

 =

1 3 4
1 3 6
2 2 1

 ,

Z̃2 =

 8 ∞ ∞
∞ 7 ∞
∞ ∞ −1

⊗
 1 22 −6
−18 3 −23
12 31 1

⊗
−8 ∞ ∞
∞ −7 ∞
∞ ∞ 1

 =

 1 23 3
−19 3 −15
3 23 1

.

Thus Z1 = Z̃1 =

1 3 4
1 3 6
2 2 1

 and Z2 = Z̃2 =

 1 23 3
−19 3 −15
3 23 1

 .

6. Security and Complexity Analysis of the Protocol

6.1. Completeness of the Protocol

In this subsection, we prove the completeness of the proposed key exchange protocols.

Lemma 1. Tropical diagonal matrix multiplication is commutative.

Proof. Let D and E be two n × n tropical diagonal matrices ∈ H. We wish to prove
that D ⊗ E = E ⊗D.

(D ⊗ E)ij =

n⊕
j=1

(Dij ⊗ Eji)

= min
j

(Dij + Eji)

Since D and E are diagonal matrices, Dij =∞ for i ̸= j and Eji =∞ for i ̸= j. Therefore,
(D⊗E)ij =∞ for i ̸= j and the only non-infinite term in the product occurs when i = j.
Therefore,

(D ⊗ E)ii = min
i

(Dii + Eii)

Similarly, for the product matrix E ⊗D, we have

(E ⊗D)ij =
n⊕

j=1

(Eij ⊗Dji) = min
j

(Eij +Dji)

(E ⊗D)ii = min
i

(Eii +Dii)

Thus,

D ⊗ E = E ⊗D. □
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Theorem 1. The protocols are complete, i.e., Zi = Z̃i, i = 1, 2 and Zij = Z̃ij , i =
1, 2, j = 1, 2.

Proof. To prove that Protocol I is complete, we need to prove that Zi = Z̃i, i = 1, 2.

Zi = pi(Di)⊗ Y ⊗ p′i(Di), i = 1, 2

= pi(Di)⊗ (q(B)⊗ g(A)⊗ q′(B))⊗ p′i(Di)

= (pi(Di)⊗ q(B))⊗ g(A)⊗ (q′(B)⊗ p′i(Di))

= (q(B)⊗ pi(Di))⊗ g(A)⊗ (p′i(Di)⊗ q′(B))

= q(B)⊗ (pi(Di)⊗ g(A)⊗ p′i(Di))⊗ q′(B)

= q(B)⊗Xi ⊗ q′(B)

= Z̃i, i = 1, 2.

To prove that Protocol II is complete, we need to prove that Zij = Z̃ij , i = 1, 2, j = 1, 2.

Zij = pi(Di)⊗ Yj ⊗ p′i(Di), i = 1, 2, j = 1, 2

= pi(Di)⊗ (qj(Bj)⊗ g(A)⊗ q′j(Bj))⊗ p′i(Di)

= (pi(Di)⊗ qj(Bj))⊗ g(A)⊗ (q′j(Bj)⊗ p′i(Di))

= qj(Bj)⊗ pi(Di)⊗ g(A)⊗ p′i(Di)⊗ q′j(Bj)

= qj(Bj)⊗ (pi(Di)⊗ g(A)⊗ p′i(Di))⊗ q′j(Bj)

= qj(Bj)⊗Xi ⊗ q′j(Bj)

= Z̃ij , i = 1, 2, j = 1, 2. □

6.2. Security Analysis

6.2.1. Linear Algebra Attack

In linear algebra attack, an adversary uses the algebraic properties to discover the secret
key. Since we have considered tropical algebra as a platform for our protocol, to find
exactly the secret matrices by this attack is not likely.

For the first protocol, to find the key Zi from Xi, one needs to know pi(Di), i = 1, 2,
or to find the key from Y , one needs to know q(B).

Similarly, for the protocol II, to find the key Zij from Xi, one needs to know pi(Di), i =
1, 2 or to find the key from Yj , one needs to know qj(Bj), j = 1, 2.

Since tropical addition and multiplication of matrices are not invertible, this attack is
not possible.
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6.2.2. Brute-Force Attack

In this attack, an adversary uses every possible matrix to obtain the secret matrices from
Xi, i = 1, 2 and g(A). As we have considered R = Mn(Rmin), an infinite number of
possible matrices are at hand, it becomes hard to get the desired matrix by this attack
for adequate size of the matrix. Also, the brute force complexity for finite R is discussed
in section 3.3. Thus this attack is not feasible.

6.2.3. Kotov-Ushakov Attack

In [19], the authors expressed that tropical power of matrices exhibit a specific pattern.
This attack is not possible, since in both the protocols powers of unknown matrices Di, i =
1, 2 and B,Bj , j = 1, 2 are used to generate the keys Zi and Zij , i = 1, 2, j = 1, 2.

6.2.4. Rudy-Monico Attack

This attack lies on the strength of finding the power of a known tropical matrix [20].
Since we have used powers of unknown matrices Di, i = 1, 2 and B,Bj , j = 1, 2 in our
protocols, this attack is not achievable.

6.3. Complexity Analysis

We bestow the number of bit operations required for the generation of the secret keys:

For the first protocol,

• The number of bit operations required to tropical multiply two n × n matrices is
O(n3).

• The number of bit operations required to tropical multiply a diagonal matrix and
usual non-diagonal matrix is O(n2).

• To find Xi, i = 1, 2 the number of bit operations required is n2 + n2, which is
proportional to O(n2).

• To find Y , the number of bit operations required is n2 + n2, which is proportional
to O(n2).

Hence to find the secret keys Zi, i = 1, 2, the number of bit operations required is O(n2).

Similarly, for the protocol II, the number of bit operations required to find the secret
keys Zij , i = 1, 2, j = 1, 2 is O(n2).
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Table 3: Comparative Analysis I

Aspect Braid Group, Bn Tropical Matrix Algebra

Algebraic Structure Group Semiring

Commutativity Non-commutative Non-commutative

Generators σ1, σ2, . . . , σn−1 Mn(Rmin) is not finitely gen-
erated

Operations Composition of braids Tropical addition (min/max),
Tropical multiplication (addi-
tion)

Accessibility It isn’t widely accessible since
braid groups require deeper
understanding of group the-
ory

It is widely accessible since
tropical algebra relies on ba-
sic arithmetic.

Table 4: Comparative Analysis II

Aspect Chen et al. [10] Our Protocol

Algebraic Structure Braid Group Tropical Matrix
Algebra

Base Problem TCSP TCSP

Time Complexity For Braid Concatenation, O(n),
and for Braid Simplification,
O(n2)

O(n2)

6.4. Comparative Analysis

In this section, we have compared our chosen platform, tropical algebra, with another
algebraic structure, i.e., a Braid group.

While the braid group holds significant theoretical value and serves specialized ap-
plications, it remains conceptually and computationally complex, with relatively limited
practical accessibility. Tropical algebra, on the other hand, are quite computationally
and conceptually approachable, making them easily implementable and widely usable in
everyday applications.

Therefore, in terms of practical utility and accessibility, tropical algebra offer a clear
advantage, whereas braid groups are better suited to specialized, niche domains.
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7. Conclusion

The permanent increase in computational power requires us to search for new plat-
forms for existing protocols. Tropical algebra seems to be an ideal candidate. In this
article, we have delved into the intriguing realm of the Twin Conjugacy Search Problem
by employing the innovative framework of Tropical Algebra. The security and complex-
ity of the TCSP over tropical algebra have been explored. We showed that our our key
exchange protocols based on the TCSP over tropical algebra are secure against Linear
Algebra, Kotov-Ushakov, Rudy-Monico and Brute - Force Attack. The complexity of the
protocols along with a comparative analysis have also been described.
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